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 This	applies	to	almost	all	electronics,	computers,	
mobile	devices,	printers,	routers…etc.

Reboot or power off/on



Check Cables and Connections

 Check	cables	– If	they	are	loose,	bent,	and	broken.
 Internal	connections	– Cables	and	connectors	can	be	jarred	
loose	or	become	dislodged,	especially	after	a	move.

 Clean	connections	– Connections	can	have	dirt,	debris,	
and/or	corrosion.



Search the Internet for a Solution

 Ask	Google	– Know	how	to	ask	Google.	Be	detailed,	
include	error	codes,	software	versions,	OS	versions.

 Go	to	manufacturer’s	website	– Most	manufacturers	of	
hardware	and	software	have	a	support	section	on	their	
website	that	usually	has	a	knowledge	base,	downloads,	
updates	and	a	forum.



 When	did	the	issue	start	happening?

 Think	about	any	hardware	that	you	added	since	having	
the	issue.

 Check	software	or	updates	that	you	installed.	
Sometimes	software	is	not	installed	correctly,	the	
installation	is	corrupted,	or	there	might	be	
compatibility	problems	with	other	hardware	or	
software	that	is	already	installed.

Retrace your steps



Preventative Maintenance

 Run	anti‐virus	and	anti‐spyware	software

 Keep	software,	browsers,	add‐ons,	and	OS	up	to	date

 Clean	temp	data

 Physically	clean	the	computer	

 Diagnostic	scans



Preventative Maintenance



Preventative Maintenance

 Uninstall	redundant	and	unnecessary	software.

 Reset	browser	and	install	only	toolbars,	plug‐ins	and	
add‐ons	you	use.

 Pay	attention	when	installing	software.	Watch	out	for	
bloatware.	Sometimes	software	installers	will	install	
other	unwanted	software	in	a	sneaky	way	and	they	
also	change	other	settings	on	your	computer	such	as	
your	home	page.



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Bloatware/Crapware



Cyber Security



Cyber Security

 Sensitive	browsing	– Banking,	shopping,	or	anything	that	
requires	you	to	enter	sensitive	data	should	be	done	on	
devices	that	belong	to	you	and	should	also	be	done	on	a	
network	you	trust.	Public	networks	and	free	wifi	should	not	
be	used	because	your	data	could	be	stolen.

 Be	cautious	on	what	devices	you	plug	into	your	machine.	
Malicious	software	can	execute	from	flash	drives	and	other	
external	drives.

 Social	Networking	– Be	careful	on	what	you	post.	Criminals	
can	get	a	lot	of	information	about	you	via	social	networking.



Cyber Security

 Back	up	your	data	frequently	– Backing	up	your	data	is	a	
good	idea	all	the	time	because	of	hardware	failure	or	
computers	crashing.	Also,	it	is	good	to	back	your	data	
because	some	malicious	software	out	there	can	encrypt	
your	data	and	hold	it	hostage.	

 Strong	Passwords	– Don’t	use	words	that	are	in	common	
databases,	like	the	dictionary.	Use	a	good	mix	of	characters,	
letters,	numbers,	and	symbols.	Don’t	recycle	passwords.	
People	reuse	passwords	on	multiple	sites,	some	sites	are	
securely	encrypted	and	some	are	not.	



Cyber Security
 Attachments	and	hyperlinks	– Scrutinize	all	attachments	
and	hyperlinks.	Even	if	you	get	emails	from	people	you	
know,	be	careful	because	it	might	not	be	them.	Make	sure	
an	attachment	has	a	file	extension	that	you	recognize,	don’t	
open	the	following	file	extensions:	bat,	cmd,	com,	exe,	hta,	
pif,	scr,	vba,	vbs.	

 Make	sure	hyperlinks	go	where	they	say	– most	email	
software	allows	you	to	hover	over	a	hyperlink	without	
going	to	it	and	will	display	the	location	of	the	hyperlink.

 If	the	email	is	from	a	company	that	you	do	business	with,	
make	sure	that	the	are	addressing	you	personally,	not	with	
a	generic	greeting	like;	User,	Customer,	Client,	Sir/Madam,	
Account	Owner,	etc.



Cyber Security



Cyber Security



Cyber Security



Cyber Security

 Phones	Scams	‐ scam	artists	are	now	starting	to	use	the	
phone	to	try	to	break	into	your	computer.	They	usually	
call,	claiming	to	be	computer	support	associated	with	
companies	like	Microsoft.	They	say	that	they’ve	
detected	viruses,	malware	or	some	other	thing	on	your	
computer	to	fool	you	into	giving	them	access	to	your	
computer	remotely	and	they	will	try	to	sell	you	repair	
service	or	software	that	you	don’t	need.	Sometimes	
they	will	lock	you	out	of	your	computer	and	make	you	
pay	to	get	back	in.



Anti‐Virus and Anti‐Malware

 Microsoft	Security	Essentials
 Avast!	Free	Antivirus	
 Panda	Cloud	Antivirus
 Avira	Free	Antivirus	
 Windows	Malicious	Software	Removal	Tool	
 SUPERAntiSpyware
 Malwarebytes'	Anti‐Malware
 Spybot	Search	&	Destroy

(http://library.nd.gov/flickertale/2013january.pdf,	page	13)



Free Office Alternatives
 Apache	OpenOffice	– Formerly	known	as	OpenOffice.org,	this	suite	is	probably	the	most	well‐

known	open	source	office	suite.	Apache	OpenOffice	offers	six	sub	programs	very	similar	to	
Microsoft’s	suite.	Visit	www.openoffice.org	for	additional	information.

 LibreOffice	– This	office	suite	is	a	derivative	of	OpenOffice,	which	means	the	underlying	code	is	the	
same.	LibreOffice	was	created	by	a	group	of	OpenOffice	developers	that	were	worried	about	Oracle’s	
plans	with	the	source	code.	LibreOffice	offers	the	same	six	applications,	but	uses	a	slightly	different	
graphical	user	interface	as	well	as	a	few	different	features.	Many	users	favor	LibreOffice,	because	
LibreOffice	continues	new	development,	whereas	OpenOffice	development	seems	to	be	stagnant.	
Visit	www.libreoffice.org for	additional	information.

 NeoOffice	– This	suite	is	another	derivative	of	OpenOffice,	created	for	the	Mac	operating	system.	
NeoOffice	was	created	before	OpenOffice	and	LibreOffice	had	Mac	support.	NeoOffice	has	basically	
all	of	the	functionality	of	OpenOffice,	but	is	tuned	for	the	Mac	user	by	supporting	the	unique	features	
of	the	Mac	operating	system.	Visit	www.neooffice.org for	additional	information.

 Kingsoft	Office	– This	program	is	very	much	like	a	knock‐off,	stripped‐down	version	of	Microsoft	
Office.	Kingsoft	offers	the	three	basics	‐ a	word	processor,	a	spreadsheet	application,	and	a	
presentation	application.	The	downside	to	Kingsoft	Office,	other	than	its	limited	applications,	is	that	
it	only	supports	Windows	and	a	few	other	mobile	devices.	Visit	www.kingsoftstore.com for	
additional	information.

 Google	Docs	– This	web‐based	suite	is	becoming	popular	among	Google	users,	because	of	its	online	
architecture	which	allows	you	to	sync	it	with	a	number	of	internet	connected	devices	and	other	
Google	services.	Google	Docs	makes	it	easy	to	share	documents	and	collaborate	with	other	Google	
users	using	the	cloud	environment.	Google	Docs	offers	the	basic	office	suite	including	a	word	
processor,	a	spreadsheet	application,	a	presentation	application,	and	an	image	editor.



XP is DEAD!!



Microsoft Support Lifecycle

 Mainstream	support—Microsoft	will	offer	mainstream	support	for	a	minimum	of	5	years	
from	the	date	of	a	product's	general	availability.	For	example,	if	you	buy	a	new	version	of	
Windows	and	five	years	later	another	version	is	released,	you	will	still	have	two	years	of	
support	left	for	the	previous	version.

 Extended	support—Microsoft	will	offer	extended	support	for	a	minimum	of	5	years	from	
the	date	of	a	product's	general	availability.



Windows 10
Things	to	know:
 Windows	10	originally	claimed	that	it	will	be	“the	last	version	of	Windows”.

 The	Start	menu	is	back.

 Windows	10	will	begin	automatically	installing	on	your	old	machine.	Microsoft	is	
becoming	very	aggressive	about	getting	it	on	your	machine.

 The	free	upgrade	offer	will	expire	on	July	29,	2016,	after	that	you	will	have	to	purchase	
Windows	10.

 If	you	do	install	the	free	upgrade	and	don’t	like	it,	you	have	31	days	to	uninstall	it,	after	
that	you	are	stuck	with	it	(sorta).

 Internet	Explorer	is	replaced	by	Microsoft	Edge.

 Microsoft	is	logging	and	storing	a	lot	of	information	“Usage	Data”.

 Updates	are	going	to	start	being	mandatory.



LINUX

 What	is	Linux	‐ an	open‐source	operating	system	modeled	on	UNIX.

 It	is	an	open‐sourced	operation	system	so	software	for	it	is	mostly	free.

 Linux	has	a	very	low	susceptibility	to	virus	and	malware	attacks.

 Requires	a	little	gumption.

 Incredibly	versatile	and	customizable.

 Thousands	of	different	distributions	(Distros).

 Common	Distros:
 Linux	Mint
 Debian
 Ubuntu
 openSUSE
 Fedora



WRAPPING IT UP




